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Abstract 
This paper presents the approach, architecture and implementation guidelines for a Recognized Operational Support Picture 
(ROSP) framework suitable for the aggregation and presentation of up to date information related to the Canadian Armed 
Forces/Department of National Defence (CAF/DND) assets based on the requirements of the decision makers within the 
organization. The contribution of this paper is threefold. It first presents state-of-the-art asset visibility initiatives and their new 
associated concepts (such as Net-Centric Operations) followed by a ROSP/Asset Visibility (ROSP/AV) model of organizational 
assets. Then, it illustrates Net-Centric architecture for a ROSP/AV framework that is supported by an elaborated case study. 
Finally, the paper presents some mock-ups of relevant screen displays of a ROSP/AV capability. 
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1. Introduction  
Asset visibility (AV) plays an instrumental role in achieving key decision support objectives inside large 
institutions. AV may be defined as the ability to provide decision makers and operators with accurate information 
on organizational resources in real-time or near-real time. It also encompasses asset tracking conveying location, 
movement, status, and resource identification information. Furthermore, it represents an operating concept 
allowing decision makers to achieve balanced resource management in the context of their respective authorities 
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and in accordance with organizational policies and visions. 
Several full-scale AV avenues and approaches can be found across academic institutions, business industries 
and military organizations. Commercial organizations are highly focused on building Decision Support Systems 
(DSS) that readily identify pitfalls within institutions. Military organizations alternatively emphasize accurate asset 
information visualization to allow commanders to make decisions that are more responsive and effective. There is 
a growing need within Canadian Armed Forces/Department of National Defence (CAF/DND) to generate timely 
and accurate asset information to decision makers and operators. This can be achieved by developing a 
comprehensive AV capability producing asset information to a Recognized Operational Support Picture (ROSP) 
for any CAF/DND assets regardless of the system of records concerned. Gaining greater asset visibility and highly 
accurate information are key requirements for CAF/DND to be more effective and efficient. Indeed, a ROSP/AV 
capability is a vital enabler to DND responsiveness and effectiveness.  
A ROSP capability can be defined as an integrated multi-layer information/knowledge-sharing and decision 
support environment that combines support functions for transactional data, specialized operational support 
domain awareness views, and decision support planning capabilities. It could eventually be interconnected to other 
Common Operating Picture (COP) environments/levels (e.g., North Atlantic Treaty Organization (NATO) COP or 
other coalition COP) supporting AV information from a single point of access.  
Military decision makers typically require a ROSP/AV system having functionalities, such as: 
 
• Visualisation: a near- real time accurate picture; 
• Monitoring: observation of changes occurring over time; 
• Forecasting: observation of prediction of the situation and demands. 
 
The remainder of this paper is organized as follows. Section 2 summarizes the state-of-the-art on AV initiatives 
and the Net-centric concept and its related architecture. Section 3 describes the ROSP/AV framework whereas 
Section 4 presents a case study. The latter is based on a Research and Development activity carried out by the 
Defence Research and Development Canada (DRDC) centre. Finally, concluding remarks are given in Section 5. 
2. Related work and initiatives 
The complexity of the future security environment will require approaches that are comprehensive, integrated, 
adaptive, and networked in the execution of national intent (Department of National Defence - DND 2009).  Such 
context will demand operational support systems that are proactive (Toward Land Operations 2021). Indeed, future 
DSS will exploit computational and networking advances to proactively detect emerging requirements, monitor 
resources, and track support processes to enhance domain-wide situational awareness and decision support 
(Department of National Defence DND 2008). From another side, future DSS will also exploit new concepts to 
reduce risk and the effects of uncertainty and to generate efficient systems in terms of human and resource 
utilization. Net-Centric Operations (NCO), Sense and Respond Logistics, Focused Logistics, Performance Based 
Logistics and related variants represent such emerging concepts. We will focus in this paper on the NCO concept. 
Net-Centric is defined within military context as ``the ability to provide a framework for full human and technical 
connectivity and interoperability that allows all Department of Defense (DoD) users and mission partners to share 
the information they need, when the need it, in a form they can understand and act on with confidence, and protects 
information from those who should not have it’’ (DoD Information Enterprise Architecture, Department of 
Defense). 
2.1. Asset visibility and common operating picture (COP)  
In all major planning and resource allocation activities of CAF/DND, visualization of military assets is 
paramount. A comprehensive appraisal of the operational readiness, availability and suitability of the assets for 
particular operations or military activities is therefore essential. Despite existing systems, ongoing projects and 
R&D initiatives, most fail to offer an end-to-end AV or integrated information visualization. A typical example 
from a DND perspective is the National Movement Distribution System (NMDS) aimed at providing in-transit AV. 
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The system does not interconnect to alternate AV systems and the information must be entered and duplicated 
manually by the operator, which incurs some unnecessary cost.  
Within DND, the Material Acquisition and Support Integrated Data Environment (MA&SIDE) initiative is 
supposed to close the gap related to AV. A strategy for an end-to-end visibility is under development by the team 
that initiated the MA&SIDE project (ROSP Functional Concept and Capability Development CONOPS). In 
(Jessica Miksa and Dave Carlson, "Total Asset visibility"), Miksa and Carlson discuss recent attention directed 
towards improvement of logistical efforts in pursuit of swift, uninterrupted support to theatre operations. The 
authors elaborate on the constraints that led to a change in the CAF policy of maintaining excess supplies as 
provision for contingency resolution and moving towards a paradigm revolving around the operations support 
service on a “as-needed” basis. This approach is best suited in the context of increasingly uncertain operational 
environments wherein asset visibility represents a critical aspect in the process of effectively and thoroughly 
tracking the materiel required for the operations. As a result, this approach led to improved levels of readiness in 
the field of operations.  
In the United States’ “Command and Control Doctrine for Combat Support" (Gabreski, T.L. (MGen USAF), 
Leftwich, J. (Col, Dr.), Tripp, R (USAF, Ret’d), Roll R.Jr. & von Hoffman, C. (Maj. USAF)), the authors explain 
the need for an unabated operations tempo promoting a minimal idleness of organizations. Thus, the emphasis is 
put on the transfer of focus. In this setting, the resources are continually utilized or consumed and replenished or 
reconstituted in a single resource pool. In M.S. Harrington, A Comparative Analysis of Information Systems and 
C2 Program Concepts to Support the Common Operating Picture, ten information systems or COPs being designed 
to provide improved situational awareness and support to the collaborative information environment were analysed 
and compared over a set of criteria to determine their fundamental differences and capabilities. The main 
conclusions revealed the following elements for the examined systems: (1) present significantly different 
objectives; (2) are very disparate in their levels of development, and thus remain difficult to compare; and (3) are 
software intensive.  
Other concepts being explored include: a Java Messaging System (JMS) -based middleware-centric messaging 
service is exploited in Benssam A., Berger J., Boukhtouta A., Debbabi M., Ray S., Sahi A. “What Middleware for 
Network Centric Operations?”  to support information monitoring, a generic NCO for planning military activities  
presented in Benssam A., Berger J., Boukhtouta A., Debbabi M., Ray S., Sahi A. “What Middleware for Network 
Centric Operations?”, and asset information monitoring responsible for retrieving near real-time information on 
the visualized assets is also presented (Boukhtouta A., Allouche M., A Framework for Resource and Execution 
Management, Proceedings of the 16Th International Command and Control Research And technology Symposium 
ICCRTS).  
Relevant recommendations on asset information visualization for CAF/DND may be alternately found in 
Statement of Capability Deficiency, Asset Visibility Interim Capability, DND, and some particular aspects are 
discussed in Toward Land Operations 2021. An alternate critical requirement is to define standard-based 
ROSP/AV concepts. According to  Statement of Capability Deficiency, Asset Visibility Interim Capability, DND 
the scope of AV includes the following: 
 
• A unique identifier for each asset created by using standard technology.  
• Particular location (latitude, longitude) of the assets and the in status information. 
• Scope to integrate any information source to retrieve asset information. 
• Standards, technology, and network security information required to visualize assets in a business process. 
• Interoperability to share asset information within DND or externally with other agencies, etc.  
 
An integrated AV system always requires a front-end decision component to gain a clear insight into fresh data. 
From that viewpoint, AV represents a key DSS driver to perform planning and resource allocation. This must be 
coupled to an effective DSS interface (ROSP) presenting a high-level information overview through a common 
interface while allowing hierarchical navigation by drilling down on increasingly detailed information. 
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2.2. Architecture, design and NCO Framework components for ROSP/AV capability 
Decision makers and operators rely on automated systems able to present a “big picture” from multiple 
information sources, which lie beyond human capability to fully manage, evaluate and understand their content. 
DSS represent software solutions mainly fed by databases, user interfaces, communication networks and 
information processing tools. From an architectural standpoint, a ROSP/AV could be envisioned to be built on top 
of an Enterprise Resource Planning tool (such as DND’s Defence Resource Management Information System-
DRMIS) or data warehouses or federated architecture. While a federated architecture allows real time retrieval of 
information from all participating databases, warehouse architecture is capable of only providing historical data. 
A Service Oriented Architecture (SOA) is perceived as a suitable approach to address information integration 
challenges required by a ROSP/AV (Pageau, N. and Bélanger M., CoROSP). The SOA based solutions are 
offering service description, publication, and binding. In this context, businesses can describe their services and 
publish them in accessible repositories where client services can find and utilize them. All of this is achieved in a 
transparent way while abstracting implicit complexity from the end user.  The DoD core enterprise services and the 
underlying SOA infrastructure is given in Department of Defence Global Information Grid Architectural Vision. 
Most SOA concepts point to the use of web services as the most effective paradigm, such as e-Speak (M. Myerson, 
"Web service architectures", Technical Report, 2002), the first Web Service implementation of SOA, a software 
product developed by HP in 1999. Therefore recent initiatives automate information sharing by multiple services, 
specifying business process execution via a specialized language supporting service composition (IBM, BEA 
Systems, Microsoft, SAP AG, Siebel Systems).   
NCO encompasses a plethora of concepts that constitute a paradigm shift where battle-space entities are no 
longer stovepipes but rather a collection of network-enabled systems or databases that communicate and 
interoperate in a seamless and synergistic way. It stands for the embodiment of an information age in military 
intelligence, planning, operations, and logistics. In this paper, we present a brief guideline for the implementation 
of a NCO framework for ROSP/AV allowing information sharing, database monitoring, application sharing, asset 
visualization, and decision support (see Berger J, Bélanger M., Allouche M., Boukhtouta A., Concepts for a 
Recognized Operational Support Picture (CoROSP for NCO framework components that have been explored and 
selected within some DRDC R&D activities for ROSP/AV development). The architecture, design and 
implementation are key factors of the NCO paradigm (A. Benssam, A. Boukhtouta, M. Debbabi, H. Issa,  S. Ray & 
A. Sahi, A Message Based Middleware for Asynchronous Operations). The benefit of the NCO paradigm is 
threefold. First, it implements a network-enabled middleware that interconnects and integrates some of the military 
information systems. Second, on top of this middleware, it uses a set of web services and applications to create a 
network centric infrastructure for distributed information sharing. Finally, it may leverage a “big distributed 
picture-ROSP” from these several information sources that may help in providing decision support. The design, 
development and deployment of the NCO doctrine are performed as follows: 
 
• Integrating existing military distributed information sources (data integration and application integration).  
• Wrapping existing applications into standard-based web services.  
• Integrating and composing these web services while creating decision support capabilities. 
• Leveraging self-synchronization between client application and information sources using monitoring 
capabilities (notification of changes). 
• Implementing a software tool that uses all cutting-edge technologies to provide up-to-date information. 
• Finally, providing some of the information analysis and decision support capabilities. 
 
The NCO server-side framework components are extremely important for the stability, efficiency, scalability, 
maintainability and security of the whole infrastructure (Mitrovic Minic S., Boukhtouta A., Allouche M., Belanger 
M., Berger J., Thomson D., and Wang A). As proposed by Java Community Process (JCP), Java Database 
Connectivity (JDBC) was chosen as the standard Java API for relational databases (Java Community Process JCP). 
Therefore, the recommended data integration architecture should be a federated architecture instead of a data-
warehouse solution. The choice of an asynchronous messaging technology is essential to construct a message 
oriented middleware. (Joshi, Real-Time Innovations, Inc). Web-service composition is discussed in Organization 
for the Advancement of Structured Information Standards (OASIS. The client application depends on sophisticated 
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Graphical User Interface components to represent information. From another perspective, the Geographic 
Information System (GIS) has been used for a long time among military analysts and cartographers for creating 
base maps, assessing terrain, aiding in tactical decisions, etc. There are several GIS APIs and applications (World 
Wide Web Consortium, 2003).  
3. Description of the ROSP/AV Framework 
This section demonstrates the proposed AV approach underlying a suitable ROSP/AV framework or capability.  
It is based mainly on two phases, namely: Modelling the AV components and Modelling asset visualisation.  
3.1. Modelling asset visibility components  
In the ROSP/AV framework an AV process is required to identify an asset: location, status, and condition 
throughout its life cycle (see Fig. 1). Four components of DND/CAF AV are generally required to minimally 
define asset attributes: Identification, state, location and status or readiness (Statement of Capability Deficiency, 
Asset Visibility Interim Capability, DND, Concept of operations (CONOPS) Report, Asset Visibility, Department 
of National Defence). The identification component provides in near-real time asset identifiers referring to the 
identity of units, personnel, equipment, material, supplies, and contracts of CAF/DND. Asset identification is the 
ability to uniquely identify an asset so its location and state or condition can be tracked and monitored through 
processes and over time.  The identification component establishes a description of an asset by assigning for 
example its serial number, stock class, or part number, etc. (identification component could be extended to the 
CAF/DND contracts and suppliers).  In contrast, the asset state component may be defined as follows: in-transit, 
in-storage, in-use, or in-maintenance.  As for the asset location component, it reports geographical, physical, and 
functional positions. Geographical position indicates the country/city/region/ etc. of an asset location. The 
functional position informs on where a specific asset (equipment, person, unit, materiel) is in relation to its higher 
assembly (e.g., a functional position of an “in-use’’ asset: the bearing is functionally located within the equipment 
breakdown structure (EBS) of Armoured Personnel Carrier APC12:  Bearing (B 123) > engine > power module > 
power pack assembly > APC 12). Finally, Physical position specifies where a given asset is with respect to a 
physical position: uniquely identified “location” or latitude/longitude (e.g., APC 12 is physically located at 
Lat/Long 45°25'15/75°41'24). The status component refers to asset readiness describing its condition (e.g. power 
module XYZ “in-storage” is “green”). 
 
 
Fig. 1: Target ROSP/AV integration model. 
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3.2. Visualization modeling  
The proposed asset visualization model includes four components: Asset categorization and classification, Asset 
valuation, Asset Accountability, and Business process visualization. These components are discussed below.   
Asset categorization and classification:  Asset categorization plays an important role in an organization's ability 
to quickly correlate different sets of information about assets. This specification provides necessary constructs to 
uniquely identify assets based on known identifiers and information about them. However, for a large number of 
organizational resources, precise asset categorization remains difficult and time-consuming as asset value is 
dependent on several dynamic economic factors. In practice, an asset may also be seen as a collection of many 
abstract/elementary assets. Therefore, a class of asset may be divided in sub-classes with a finite depth for a given 
space and time and required precision. Three basic categories are proposed (Michael Brzoska, Patrice Franko and 
Jo Husbands, Berger J., Boukhtouta A., Boury-Brisset A.C., Debbabi M,  Issa H,  Ray S., Dalouche S.): 
 
• Unique Asset: A unique asset is an economic elementary entity that may solely identify its value. It may depend 
on any other unique asset but does not contain it, as defined by standards.  
• Aggregated Asset: An aggregated asset is defined as a collection of several independent assets (e.g., a fleet of 
ships). 
• Complex Asset: A complex asset is an abstract asset composed of a collection of dependent assets that reflect its 
complexity asset (e.g., a collection of rifles and bullets). 
 
Asset classification Schema: The design of the asset classification is requirement-specific. An example of a 
classification schema is reported in Statement of Capability Deficiency, Asset Visibility Interim Capability, DND. 
Some of the selected properties may be seen as follows:  
 
• Confidentiality: It defines the exposure of the asset.  Asset information may be unclassified, shared, restricted, 
secret, and top-secret. 
• Asset value: It denotes the evaluation score of the asset. It helps to understand the importance, risk and 
dependency of assets. 
• Authorization: This property corresponds to the access rights of a personnel member or groups on an asset. The 
set of rights may include read-only, write-only, read-write, etc. 
 
Asset Valuation: Evaluation of assets is a critical process that depends on numerous factors. A subset of these 
evaluation criteria is static while the remaining subset is dependent on market value and the specific business 
environment. Some of the basic criteria include (See Michael Brzoska, Patrice Franko and Jo Husbands and 
Bakert, T., and Losiewicz, P. B.):  
 
• Financial: from an economic standpoint, the value of an asset lies in its manufacturing-cost, liabilities, 
reusability, mobility, current condition, and the possible business using it. Asset financial value may range from 
a low cost to a very high cost. Reusability affects valuation as well. A plane can be used many times whereas a 
bullet is used once. However, asset-value decreases with utilization rate and must ultimately be replaced after a 
certain time.  
• Risk: Risk calculation allows estimation and weighting the importance of threat exposure on an asset for a given 
situation. The risk calculation also depends on the business plan. A significantly exposed asset to a threat is 
more likely to be attacked or fail while assets such as a ship operating from sea may be subject to a lower risk 
level. 
• Dependency: Asset valuation must account for sub-component dependencies.  
 
Asset Accountability: Asset accountability refers to the sub-units that control the asset. It states that although an 
asset is a property of the whole organization, asset accountability may change over time diverting responsibility to 
an alternate group in order to execute business plan(s) or business process. Once the asset is accounted for by a 
particular group, the latter determines the use of the asset with respect to its own plan.  
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Workflows and Business process visualization: Business process modelling is a key aspect to properly deliver 
asset visualization. The business process aspect of asset visualization naturally describes hierarchical information 
in terms of existing business plans in the organization. 
4. Case study 
 This section describes a case study using the aforementioned approach and tailored to CAF/DND AV. 
4.1. Visibilities 
ROSP will provide three main categories of visibility:  End-to-end Supply chain visibility, Missions visibility, 
and Coalition visibility. We give below different elements/characteristics of these visibilities. 
1. Build end-to-end CF supply chain visibility 
The asset visibility targeted model presented below will be used to implement the views related to this category  
1.1 Workflows process visualisation (CAF/DND Commands, Coalition and partners, etc.). Implement 
filtering capabilities to get Strategic, operational, and tactical views of the workflows process.  
1.2 Visualise NMDS data in near real-time and on maps related to (the Track 24 technology could be used 
to complete In-Transit Visibility):   
o Depots/warehouses/units 
o Domestic: Holdings, readiness, condition, Usage within bases, wings, formation, unit, personnel. 
o In-Theatre: Joint Task Force Support Component, Forward Operating Bases, holdings, condition, usage. 
o Assets: quantity, operational status, physical location. 
1.3   Integrate and visualise needed data from DRMIS 
1.4 Information visibility regarding: Personnel, Equipment (hierarchical views: assets, etc.), Holdings of 
classes of supply: water, Petroleum Oil and Lubricants, clothing, IT/communications (eg., links status, 
etc.),  Events/alerts, Infrastructure, Services, Contracts, and Other operation support information. 
1.5   Integrate/visualise managed readiness. 
1.6   Visualize legal issues. 
1.7   Implement customised/tailored visualization capabilities.  
1.8 Implement analyses tools (what-if analysis tool, monitoring tool, context sensitive Artificial 
Intelligence tool, etc.). 
2. Build Missions visualisation/tailored mission views /customised mission views 
• Mission tailored deployed ROSP: Automation of data entry, single data entry. 
• Develop a generic mission COP.  
 
3. Build a Coalition ROSP  
• Integration and visualisation of components selected from NATO Logistics planning tools.  
• Interfaces with NATO COPS (Joint COP or NATO COP). 
4.2. Asset categories   
Most military assets may be broadly identified within two categories:  
 
• Strategic Asset: These are considered as typical military assets with high importance and low availability. Other 
assets may also be raised to this category depending on their importance in a mission critical situation.  
• Generic Asset: Generic assets are described as a class of assets rather than a single asset. Generic assets are 
mainly important for mission planning instead of constant monitoring.  
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The process of an asset valuation takes into account the features mentioned above, contributing to asset 
functionality to appropriately perform its intended function. Each contributing feature or factor may be weighted as 
well in properly defining the overall functionality. Thus, each of the contributing features must be factored in the 
readiness assessment process according to its corresponding weight. Factors can be respectively partitioned in 
categories such as sense, act, shield, sustain as depicted in Figure 2.  
 


 
Fig. 2: Asset features and hierarchy 
 
Fig. 3: Example of visualization hierarchy model 
for ROSP/AV solution 
4.3.  Visualisation hierarchy  
Depending on the asset type, a single or multiple categories may be required. Furthermore, the targeted 
weighting procedure would be based on scores assigned by Subject Matter Experts in the form of numerical values 
on a given scale whereby higher values would be correlated to importance. Since the weights assigned for various 
categories may not necessarily lie on the same scale, weight adjusting, weight normalization and combined 
readiness assessing procedures would be required. The hierarchical asset visualization model presented in Figure 3 
reflects the underlying DND information system data sources. The visualization system includes four dimensions:  
Personnel, Mission, Assets, and Bases. 
Personnel: Personnel information is necessary to understand responsibility and accountability of an asset.  
Mission: Mission information allows decision makers to decide and confirm current mission execution and 
support. The relationships between the military assets and plans are often established using color-codes.  
Materiel: The implementation of a ROSP/AV system would make use of capability of full-fledged resource 
visualization applications.  
Bases: Military bases refer to specific locations involving Air force, Land force, Navy, Coast guard, Depots, etc. 
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5. Conclusion 
The initiative of the ROSP/AV framework aims at providing a quick and effective asset visualization solution 
for CAF/DND in order to present a vantage point to multiple decision makers. This is achieved by aggregating 
large amounts of asset information coupled to a flexible and friendly user interface. The proposed ROSP/AV 
framework emphasizes two elements. First, it intends to quickly visualize desired asset information extracted from 
a huge underlying infrastructure. Second, it allows for a “big picture” analysis from the available asset information 
to support fast and accurate decisions dealing simultaneously with different plans and operations. Displayed 
information on assets provides functional knowledge essential in the process of conducting information analysis 
and creating and testing new Course of Actions. The proposed framework for a ROSP/AV can be implemented as 
a proof of concept prototype as a first step. 
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